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U . S. ARRESTS CONNECTI CUT MAN ON CHARGE
OF SELLING STOLEN M CROSOFT W NDOWs SOURCE CODE

DAVI D N. KELLEY, the United States Attorney for the
Southern District of New York, announced the arrest of WLLIAMP
GENOVESE, JR., a/k/a “illwill,” alk/ia “xillwllx@ahoo.coni today
on federal charges related to his sale of the source code - the
non-public and proprietary code in which software devel opers
wite prograns — for the conputer progranms M crosoft Wndows NT
4.0 and W ndows 2000, which had previously been m sappropriated
by ot her individuals.

According to a crimnal Conplaint unseal ed today, on or
about February 12, 2004, Mcrosoft |earned that significant
portions of the source code for both Wndows NT 4.0 and W ndows
2000 — which Mcrosoft considers the “crown jewels” of the
conpany — were m sappropriated (the “Stolen Source Code”) and

unlawful Iy rel eased onto, and distributed over, the Internet



wi thout its authorization. That sane day, according to the
Conpl ai nt, GENOVESE posted a nessage on his Wb site,

“illmob. org,” which announced that he had obtained a copy of the
St ol en Source Code and was offering it for sale. Access to a

sof tware program s source code can allow soneone to replicate the
programor find vulnerabilities.

As alleged in the Conplaint, in February 2004, an
investigator with an online security firmhired by M crosoft
downl oaded a copy of the Stolen Source Code from GENOVESE s site,
after sending GENOVESE an el ectronic paynent. Additionally,
according to the Conplaint, in July 2004, an undercover FBI agent
al so downl oaded a copy of the Stolen Source Code from GENOVESE s
site after the investigator had nade anot her el ectronic paynment
t o GENOVESE.

Additionally, as alleged in the Conplaint, in March
2003, CGENOVESE was convicted of eavesdropping, in violation of
Connecti cut Ceneral Statutes, and was sentenced to two years’
probation. That charge allegedly arose from GENOVESE s
unaut hori zed access in or about 2000 to a nunber of victins’
conputers in Connecticut. According to the Conplaint, CGENOVESE
acconpl i shed this unauthorized access by infecting the victins’
conputers with a type of virus that allowed himto renotely

access the conputers and then accessing the victins’ computers,



capturing their activities using keyl oggi ng software,! taking
over control of the victins’ conmputers, and sending instant
messages to the victins telling them what he was doi ng.

The federal Conplaint charges GENOVESE wi t h one count
of unlawfully distributing a trade secret, in violation of the
Econom ¢ Espi onage Act.

| f convicted of the charges set forth in the Conplaint,
CGENOVESE faces a maxi num sentence of 10 years in prison and a
fine of $250,000 or twice the gross gain or loss resulting from
t he of f ense.

M. KELLEY praised the outstanding efforts of the
Federal Bureau of Investigation’s conputer crines squad. M.
KELLEY al so thanked M crosoft Corporation for its assistance in
the investigation of this case.

M. KELLEY said the investigation is continuing.

GENOVESE, 27, of Meriden, Connecticut, was arrested
this norning by FBI agents and is scheduled to be presented | ater
today before United States Magi strate Judge KEVIN N. FOX

Assi stant United States Attorney ALEXANDER H. SOUTHWELL
is in charge of the prosecution.

The charges contained in the Conplaint are nerely

accusations, and the defendant is presunmed i nnocent unl ess and

! Keyl oggi ng software, al so known as a keystroke | ogger,

is a programor hardware device that captures every key
depression on a conputer.



until proven guilty.
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